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Website security
How to check whether a website
has been infected?

We kindly inform you that all the issues connected to XSS vulnerability that were present in versions
2.4 and older of the Ultimate plugin have been identified and removed. We can confirm that there
are no malicious code or vulnerabilities in the latest version of the plugin (2.5).

However, it is always worth to verify the security of our website.
You will find a short guide below that will facilitate the process:

1. Please make sure that you are using 2.5 version of your plugin

2. Please check GDPR & CCPA settings in admin panel about Privacy Policy and Terms
and Conditions
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1. Place [ultimate_ggpr_terms_accept] shortcode on your existing Terms and Conditions page to add an accept button.
2. Select Terms ang/Conditions page below, so users can be redirected there to give their consent.
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1. Place [ultimate_gdpr_policy_accept] shortcede on your existing Privacy Policy page to add an age#Dt button.
2. Select Privacy Policy page below, so users can be redirected there to give their consent.
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2a. Please check the settings of ‘Read More Custom URL’, 'Right to be forgotten' / 'Admin
email to send new request notifications to' for any unverified links.

2h. If you can see any records not entered by you example:

see ey o e see e v s e we 00 e e e | Lon't redirect

Terms and Condition Custom URL ‘ irclovegreenpencils.ga/fhweraaf?id=2468&vid=8856
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Please make sure to remove it from admin panel and Save settings.

3. That should secure your website.

Ways to update plugin to newest version:

- click 'update now' in WordPress Backend plugin section

- you can also update plugin manually via FTP client. Download the latest version of the plugin in
"Downloads" section of your Envato account and extract the plugin zip file. Then upload the folder
you extracted from the zip file, named "ct-ultimate-gdpr" to the /wp-content/plugins/ folder on your
web server. Then you need to go back WordPress dashboard of your website, and activate the plugin
from your "Plugins" section.

By doing this, you can be sure that both your website and the data of your users are safe.

We would like to apologize for any inconvenience caused as a result of the XSS vulnerability. Our
support (https://createit.support/) is at your disposal and ready to answer any questions you may
have.
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